PECITYBJIMKA TAIAPCTAH : TATAPCTAH PECITYBJIMKACHI
UCTIOJIHUTEJIbHBIM KOMUTET | BYA
BYMHCKOI'O MYHULIMIIAJIb PAHOHBI
MYHUILIUITAJIBHOI'O PAMOHA BAILIKAPMA KOMUTETEI
MMOCTAHOBJIEHUE KAPAP
26.06.2023 r. Bynuck Nol 00/MK-n

OO0 yTBepK/1eHUH periiaMeHTa 110 BbISBJIEHHUIO,
aHaJIM3y U YCTPAHEHUIO KPUTUYHBIX YSI3BUMOCTEH
B MH(OPMALIMOHHBIX CHCTEMaX KCIUTyaTHPYEMBIX
B OpraHe, opraHu3anuu

B coorBercrBuu ¢ MepepanbHbM 3akoHOM 0T 27 mronsg 2010 roga N 210-®3 "O6

OpraHu3aldyi TPeJOCTaBIICHHs. T[OCY/JapCTBEHHBIX W MYHUIHUIAIBHBIX ycIyr' |
[TopsinikoMm  pa3paGoTKW WM yTBEpXKAEHMS  aJIMHHHUCTPATHBHBIX  PErIAMEHTOB
IpeOCTaBICHUS rocy/1apCTBEHHBIX yciyr UCIIOJIHUTEIbHBIMH OpraHamu

rocyiapcTBeHHOM Biactu PecnyOnuku TaTapcraH, yTBepXIEHHBIM I[IOCTAHOBIIEHHEM
Kabunera Munuctpos Pecny6ivkn Tataperan ot 02.11.2010 N 880 "O6 yTBep:kneHUM
IMopsinika pa3paboTKK ¥ yTBEPIKAeHHs A AIMUHUCTPATHBHBIX PErJIAMEHTOB ITPEAOCTABICHHS
FOCYZIapCTBEHHBIX  YCIIYI' HCIIOJIHUTEBHBIMH OpraHaMH TOCYJapCTBEHHOM BIacTH

PecnyGauku TaTapcTan v 0 BHeCeHUM U3MEHEHHH B OT/IENIbHEIE TOocTaHOBIeHHs Kabunera
Munuctpos PecniyOnuku Taraperan"

IMNOCTAHOBJISIET:

1. YTBepauts PersiaMeHT IO BBISBIEHHIO, aHAIW3Y H YCTPAHEHHIO KPHUTHYHBIX
YA3BUMOCTEH B MH(POPMALMOHHBIX CUCTEMAX JKCIUIyaTHPYEMBIX B OpraHe, OpraHU3aliH.
(ITpunoxenwue).

2. Hacrosiniee 1nocraHosiieHne BCTyNaeT B 3aKOHHYIO CHIIY CO IHs O(HUIMAIBHOIO
onyOiukoBanus Ha OduuuanbHoM ropraie npaBoBoit uH(opManuu Pecrny6auku
Tarapcran no anpecy http://pravo.tatarstan.ru/, a Takke MOMIEKUT Pa3MELIEHHIO Ha
[Toprane MyHununanbHbix oOpazoBaHud PecmyOnuku Tarapcran B MH(OpPMAIMOHHO-
TEJIEKOMMYHHUKAIIMOHHOM cetn MHTepHeT no aapecy http://buinsk.tatarstan.ru.

3. KoHTpoJib 3a UCTIOJIHEHHEM HACTOSIIEro IOCTAHOBJIEHUS] OCTABIISAIO 33 COOOIA.

/ PyxoBoaurens JI.P. lllakup3siHOB

[Ipunoxenue



K IOCTAHOBJICHUIO
MCTIOJIHUTEILHOIO KOMHUTETA
BypHCcKOro MyHHIMIANBHOTO paifoHa
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TUIIOBOM PEIJIAMEHT IO BBISIBJEHHIO, AHAJIU3Y U YCTPAHEHUIO
KPUTUYHBIX YS3BUMOCTEN B MTHOOPMAILIMOHHBIX CHCTEMAX
IKCIINIYATUPYEMBIX B OPTTAHE, OPTAHU3 AL
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1. ObIIHUE ITOJIOKEHUS

I.1. Hacrosiumii PerniaMenT 1o BBISBICHHIO, aHAINW3Y W yCTPAHEHHIO KPUTHUIHBIX
YA3BUMOCTEH B HH(POPMALMOHHBIX cucTeMax (nanee — VIC) sKcmlyaTHpyeMBIX B Oprase,
opranusauuu (nanee — Pernament) pa3pabGoTtaH B COOTBETCTBMM ¢ PyKoBOACTBOM IO
OpraHu3alMy IpoLecca  yNpaBJeHWs YSA3BUMOCTSMHU B  opraHe (OpraHM3aliyu)
yrBepxkaeHHbIM DCTOK Poccun ot 17 mast 2023 1. 1 B COOTBETCTBUHU ¢ METOIUKO# OLIEHKH
YPOBHSI KPUTHYHOCTH YS3BUMOCTEH NPOrPaMMHBIX, IPOrPaMMHO-AIIAPATHLIX CPEICTB
yrBepxkaeHHon @CTIOK Poccun ot 28 oktsabpst 2022 r.

1.2, Hacrosiuuii  PerjiaMeHT — NOMNEKHUT  NPUMEHEHHIO  ONEpaTOpaMH
MH(QOPMALIMOHHBIX CUCTEM MPH NPUHSITHHM UMH Mep [10 BbISIBICHHUIO, AaHANU3a H YCTPaHEHHIO
YA3BUMOCTECH  [POrpaMMHbIX, [POrPaMMHO-ANIAPATHBIX CPEACTB HH(DOPMALMOHHBIX
CHCTEM B COOTBETCTBMM C TpeOOBaHMAMM O 3aluTe WHGOPMALUH, COAEpKAlIeics B
rocynapctBeHublx KMC, a Takke HHBIMH HOPMATHBHBIMH IIPABOBBIMH aKTaMH H
MetoanyeckuMu fokymentamMmu @CTIK Poccun.

1.3. Bbusiienne, ananus W yCTpaHEHHE Ys3BHUMOCTEH B CepTH(GUIMPOBAHHBIX
NPOrpaMMHBIX, ~ MPOTPAMMHO-ANIapaTHBIX  CPEACTBAX  3aIMUTBl  MHPOPMALUH
obecrneunBaeTcs B NPHOPUTETHOM IMOPSIAKE M OCYIIECTBISIETCSI B COOTBETCTBUH C
BKCIUIyaTallHOHHOW JIOKYMEHTAlMEH Ha HUX, a TaK)Ke ¢ peKOMEeHIallUsIMUA pa3paboTUHKa.

1.4. B Pernamente ucCnosib3yroTcsi TEPMHUHBI W OMNpeJeeHHs, yCTAHOBJICHHBIE
HauuoHanpHbIMU cTannapramu I'OCT P 50922-2006 «3amuta uadopmaimu. OcHOBHEIE
TepMHuHbL U omnpenenenus», ['OCT P 56545-2015 «3amura wrDopManuu. Ysa3BUMOCTH
UH()OPMALIUOHHBIX CHUCTEM. [IpaBuna OIUCAHUSI ySI3BUMOCTEN,
['OCT P 56546-2015 «3ammra nHpopManuu. Ys3BUMOCTH HH()OPMALMOHHBIX CHCTEM.
Knaccudukauus yssBumocrtell MH(MOPMAIMOHHBIX CHUCTEM» M WHBIMM HAIMOHAIBHBIMH
CTaHAapTaMu B 00JacTH 3amuThl HHGOpManuu u obecreueHuss HHGOPMALUOHHOM

0€e30IMaCHOCTH.




Llensimu pernameHTa SIBJISIOTCS

— KOOpJIMHALIUS 1€ TeIbHOCTH UCIIOJHUTENIBHBIX OPraHOB IrOCYAapCTBEHHOM BIACTH
PecryGuiiku Tarapcran 1 opraHoB MeCTHOro camoyrnpasienusi B PecniyGnuke Tarapcran
T10 BBISIBJICHUIO, aHAJIM3Y U YCTPAHEHUIO KPUTUYHBIX ys3BuMocTeil B UC;

— CO3[aHW€ OCHOBBI JUIsl pa3pabOTKM JEeTalbHBIX PETIaMEHTOB M CTaHIAPTOB IIO
YIPaBJICHUIO YSI3BUMOCTAMU C Y4YE€TOM OCOOEHHOCTeH (PYHKIMOHHUPOBAHHS OpPraHOB
(opranuzanuii);

— OpraHM3alus B3aUMOJIECHCTBUSA MEXKILY CTPYKTYPHBIMHU MTOAPA3AEIICHUSIMUA OPraHOB

(opranusanuii) Mo BOIpocaM yCTpaHEHHUs YSI3BUMOCTEH.



2. IMOPSIIOK BbISIBJTEHUSI KPUTUYHBIX YSI3BUMOCTEN
IMPOT'PAMMHBIX, IPOI'PAMMHO-AINIITIAPATHBIX CPEJCTB

2.1. B UC 10/mKHO 0CYIECTBIISATHCS BBISBICHHE CJIEYFOLIUX THIIOB YSI3BUMOCTEI:

— HeJ0CTaTku u(ujiM) ommbKku nporpammuoro odecnedenus (manee I10) UIC u ee
CUCTeMbI 3auThl UHGopManuu (naiiee — C3N).

— HejocTaTky anmnaparHeix cpeacts MC, B ToM 4uciie anmapaTHbiX CPEACTB 3allUThI
UH(pOpMaLUH.

— OpraHU3alHOHHO-TEXHUYECKUE HETOCTATKH.

2.2. HenocpeICTBEHHBIMU HCTIONHUTEIISIMH MEPONPHUATHH 110 BBISIBJICHHIO, aHATN3Y
1 ycrpaHeHuto ysisumoctei MC spnstoTes anMuHACTpaTop 06€3011aCHOCTH U CUCTEMHBIE
anmunuctpaTtopsl MC.

Ha srare MOHMTOpHHIa ys3BUMOCTEH U OLEHKH MX IIPUMEHUMOCTH OCYIIIECTBISIETCS
BBISIBJICHHE YSI3BUMOCTEH Ha OCHOBAHUM JaHHBIX, TT0JIy4aeMbIX M3 BHELIHUX M BHYTPEHHUX
UCTOYHUKOB U MPHUHSATHE PELIEHHUH 110 UX IMOCIeayolel 00paboTKe.

I[lporiecc  ynpasnenusi ysA3BUMOCTSIMH opraHusyercs s Bcex KMC oprana
(OpraHu3anuK) U JIOJKEH IPelyCMaTPUBATh [IOCTOSHHYIO M HEMPEPBIBHYIO aKTyaIH3aIaio
cBeJieHuid 00 ys3zBumocTsax u oObexrax MC. Ilpu w3MeHeHHM cTaTyca ys3BHMOCTEH
(npumenumocts k MIC, Hannuue nenpapieHUH, KpUTHYHOCTD) MOJDKHBI KOPPEKTUPOBATHCST
CrIoCcOo0ObI MX YCTPAaHEHHUS.

Ilpouecc ympapienusi ys3BUMOCTSIMH CBsI3aH ¢ JPYIMMH  IIPOLIECCAMH U
IPOLEAYPAMH I€ATEIbHOCTH OpraHa (OpraHu3aluHm):

— MOHHMTOPHHI HMH(MOPMALKMOHHON 0€30MacHOCTH — MPOLECC IOCTOSHHOIO
HaOJIONeHHs. M aHallU3a pe3yJIbTATOB PEruCTpalud COOBITHI 0€30MacHOCTH M WHBIX
JaHHBIX C LEJBIO BBIABICHUS HapylleHui Oe3onmacHocTH HMHGOPMALMH, YIPo3
OezonacHOCTH UHMOOPMALUH U YSI3BUMOCTEH;

— OLCHKA 3alIMIIEHHOCTH — aHaJIi3 BO3MOXKHOCTH HCIIOJIB30BAHMS OOHAPYIKEHHBIX
YSA3BHUMOCTEH JIJIsl peain3alii KOMIbloTepHbIX atak Ha IC oprana (opraHusaiun);

— OlleHKa yrpo3 0e301acHOCTH UH(MOPMAIUHU — BBISIBIEHHE W OLEHKA aKTyalbHOCTH
yrpo3, peanusaiius (BO3HUKHOBEHHE) KOTOPbIX Bo3MoskHa B IC oprana (opranusanumn);

— ynpaBlieHHe KOH(HUIypallMeld — KOHTPOJIb H3MEHEHHM, COCTaBa M HACTPOEK

IPOrpaMMHOI0 U IPOrpaMMHO-annapaTHoro odecneuenns VIC;



— ynpaBjeHHe OOHOBJICHMSIMH — HpUOOpeTeHHe, aHalu3 W pa3BepThHIBAHHE
OOHOBIIEHUH TPOrpaMMHOI0 OOecIieueH s B Oprane (OpraHu3alym);

— NPUMEHEHHE KOMIIEHCHPYIOIUMX Mep 3alMThl MHpOpMalMu — pa3paboTka H
NPHUMEHEHHE Mep 3allUUThl HH(OPMaLKH, KoTopble puMensitoTcst B IC B3aMeH OTaenbHbIX
Mep 3allMThl MHPOPMALIUH, 110/UIKALIUX PeaTH3alii B COOTBETCTBHH C TPEOOBAaHUSIMHU I10
3alIMTe MUHPOPMAIMH, B CBSI3U C HEBO3MOXKHOCTHIO MX TIPUMEHEHHSI.

YpoBeHb  KPUTHYHOCTH  ySI3BUMOCTEH  OLEHWBAeTCs B LENsAX TMPHHITHS
OOOCHOBAaHHOIO  pEUICHUs aIMHHUCTPATOPaMU O€30MacHOCTH O HEOOXOIUMOCTH
YCTPaHEHHUsI YSI3BMMOCTEH, BBISBIEHHBIX B IIPOTPAMMHBIX, IMPOTPAMMHO-aIapaTHBIX
CpelcTBax I0 pe3ysbTaTaM aHajiuza ys3sumocteii B MIC.

McXomHBIMH JaHHBIMU AJIs1 OIIPEEICHUS] KPUTHYHOCTH YSI3BUMOCTEMN SIBJISIOTCS !

— 0Oaza ysa3BUMOCTEH INPOrpaMMHOrO oOecrevyeHus, MPOrpaMMHO-aIMapaTHbIX
CpeAcTB, coaepxkamasicss B banke naHHbIX yrpo3 OesomacHoctd uHpopmauunn OPCTOK
Poccun (bdu.fstec.ru), a taike MHble UCTOYHHMKH, COAEpIKAIUE CBEIEHHS 00 H3BECTHBIX
YSI3BUMOCTSIX;

— o(uuuanbHble HH()OPMALMOHHBIE pECYpChl pa3pabOTUYHUKOB IMPOrPAMMHOIO
obecrieueHusl, IpPOrpaMMHO-ANIApaTHBIX CPEACTB M MCClefoBareje B  00JacTH
UH(OPMALIMOHHON 0e30MacHOCTH;

— CBEJIEHHs O COCTaBe U apXUTEKType MH(POPMAIIMOHHBIX CHCTEM, MOJyYeHHBIE 10
pesyjabTaTaM HMX HHBEHTapu3auMd M (WJIH) T[pUBEJCHHbIE B JOKYMEHTAllUd Ha
UH(POPMALMOHHBIE CUCTEMBI;

— pe3yabTaThl KOHTPOJIS 3alLUIIEHHOCTH HH()OPMAITMOHHBIX CHCTEM, MTPOBEICHHBIE
OIIEePaATOPOM.

YKa3aHHbIE HCXOIHbIC [JAHHBIE MOTYT YTOUHSITHCSI WJIM IOIOJHSTBCS C Y4ETOM
ocoOeHHOCTeH 001acTH AesITeIbHOCTH, B KOTOpo#t GpyHkunoHupyoT MC.

OuneHka ypOBHSI KPUTHYHOCTH YSI3BUMOCTEM IPOrPaMMHBIX, IPOrPaMMHO-
anmnapaTHbIX CPe/ICTB IIPOBOJAUTCS A IMUHUCTPATOPaMH O€30I1aCHOCTH.

OuneHka ypOBHsS KPUTUYHOCTH YS3BUMOCTEH TIIPOrpaMMHBIX, I[POTrPaMMHO-
anmnapaTHbIX CPeJICTB MPUMEHUTENILHO K KOHKpeTHOM MC BKIItOUaer:

— OnpeJieIeH’e IIPOrpaMMHBIX, IIPOrPaMMHO-aNNapaTHBIX CPeICTB, NOIBEPKEHHBIX

YA3BUMOCTSAM;



— OnpeJieieHie B MH()OPMALMOHHOM CHCTEMe MecTa yCTaHOBKH HPOrPaMMHBIX,
NPOrpaMMHO-AIAPaTHBIX ~ CPEICTB, IOABEP)KEHHBIX YS3BUMOCTSM (Hanmpumep, Ha
NepUMeTpe CUCTEMbI, BO BHYTPEHHEM CEIMEHTE CHCTEeMbI, P peaju3alliil KPUTHUECKHX
npoueccos (OusHec-npoueccoB) u apyrux cermenrtax MC);

— pacyer ypOBHs KPUTHYHOCTH YS3BMMOCTH NPOTPaMMHBIX, I[IPOrpaMMHO-

anmnapatHbix cpejcts B UC.



3 MOPSITIOK AHAJIN3A KPUTUYHBIX YSI3BUMOCTEM
INPOI'PAMMHBIX, IPOI'PAMMHO-AIIITAPATHBIX CPEJICTB

Ha srane ananusa ysi3BUMOCTeH OnpeensieTcs ypoBeHb KPUTHUYHOCTH ySI3BUMOCTEM
npuMenutenbHo K MIC oprana (opraHusalviv) U OCyIIeCTBIISIETCS BBISIBJICHHE YSI3BUMOCTEN
Ha OCHOBAHMM JIAHHBIX U3 CJICJIYIOIIUX HCTOYHUKOB:

a) BHYTPEHHUE UCTOYHUKHU:

— CHCTEeMBbl YIpaBijieHUss WH(pOpMaUUMOHHOW HHppacTpykTypoit (mamee — UT -
HHppaCcTpyKTypa);

— 0a3bl JaHHBIX YIPaBICHUsS KOHPUTYPALMSIMHU;

— noxymeHnrauus Ha UC;

— DJIEKTPOHHbIe 0a3bl 3HAHWM OPraHoOB (OpraHU3aLni);

0) 6a3za naHHBIX ysI3BUMOCTEH, coneprkaiascs: B banke maHHBIX yrpo3 6e301macHOCTH
uHdopmanuu (nanee — b1Y) ®CTIK Poccuu;

B) BHEIIIHUE UCTOYHHKH

— 0a3bl laHHBIX, cojiepiKalllie CBeIeHUs 00 U3BECTHBIX YSI3BUMOCTSIX;

— oduuManbHble MH(OOPMAIIMOHHBIE PeCypchl pa3pabOTYMKOB IIPOrPAMMHEBIX H
IPOrpaMMHO-AINApaTHLIX CPEACTB M HccienoBareiedl B o0iacTH HMH()OPMAIMOHHOMN
0e30MacHOCTH.

McTOYHMKM JaHHBIX MOT'YT YTOUHSTBCSI UJIU JIOTIOJIHATHCS C y4eTOM O0COOEHHOCTEMN
(GYHKIMOHUPOBAHUSI Oprana (OpraHu3alum)

Ha »rtane ananusa ys3BUMOCTEH M OLUEHKM WX IPUMEHUMOCTH BBITIOJIHSIIOTCS

ornepalui, puBeneHHsle B Tadbuuie 3.1.



Tabmumna 3.1

Ne | HammenoBanue
Onucanne onepauuu
n/m omneparuu
1 | Ananu3 Anamu3 uHGOpPMAIMKM M3 Ppa3IUYHBIX HMCTOYHHKOB C IENBIO IIOMCKA
uHbpopmanuu 00 | aKTyaTbHBIX W  HOTCHIHMAJIbHBIX  YA3BUMOCTEM M  OLIEHKH HX
YSI3BUMOCTH NPUMEHMMOCTH K HH()OPMAIIMOHHBIM CHCTEMaM opraHa (OpraHu3ailim).
ATrperupoBaHue U KOppesnusi CoOupaeMbIX JaHHBIX 00 ySI3BHMOCTSIX
2 | Onenka Ha ocnose nupopmanuu o6 ob6bexrax WHOOPMAIIMOHHBIX CHCTEM M HX
IPUMEHUMOCTH | COCTOSIHUU OTIpeeIsIeTC s MIPUMEHUMOCTD YSI3BUMOCTH K
YSI3BUMOCTH UHQOPMALIMOHHBIM ~ CHCTEMaM oOpraHa (OpraHu3alMu) C  IEJbI0
ONpeeIeHUs ysI3BUMOCTEN, He TpeOyIomux nansHele oopaboTku (He
pEJIEBaHTHBIX  ysa3BUMOCTeH). OlleHKa HPUMEHUMOCTH YS3BHMOCTEH
IIPOM3BOJUTCA: Ha OCHOBe aHanuz3a aaHHbIX 006 UT-undpactpykrype,
IIOJIyYEHHBIX U3 0a3 JaHHBIX YNpaBlIeHHs KOHQUTYpAUUsIMH B pamKax
nporecca «YpasieHHe KOHpUrypanuei»; Ha OCHOBE aHAJIN3a JaHHEBIX O
BO3MOXKHBIX OOBEKTaX BO3AEHCTBHS, IOJYYCHHBIX B pe3yjbTaTe
MOJICJIMPOBaHMs yrpo3 B paMmkax mnpouecca «OLeHKa yrpos»; IIo
pe3yabTaTaMm OLEHKHU 3alUIIEHHOCTH
3 | [Ipunstue 3anpoc J0MOJHUTENPHOM HHGOpManuu 00 ysI3BUMOCTH (CKaHHMpPOBaHHE
pelieHui Ha | OOBEKTOB, OLEHKA 3alUINEHHOCTH), €CJIH HMEIOUIUXCS JIaHHBIX
NOJIyYeHHE HEZO0CTAaTOYHO UIs IPUHATHUS PELISHHI 110 YIIPABJICHUIO YSI3BUMOCTSIMHU
JIOIIOJIHUTEIBHOU
uHopMan
4 | TlocranoBka 3arnpoc Ha BHEIUIAHOBOE CKaHHPOBaHHE OOBEKTOB HH(GOPMAIMOHHBIX
3aJa4uu Ha | CUCTEM B Cllydae HEJOCTaTOYHOCTU JHOO HEAKTyaJbHOCTH MMEIOLIUXCS
CKaHUPOBaHUE JAHHBIX, @ TAaKXKe B Clly4ae IoJlyuyeHHs HHpopMauuu o0 YS3BUMOCTH
00BEKTOB IIOCJIe TTOCJIEIHEr0 CKAaHUPOBAHUS
5 | CxanupoBaHue ITouck ysi3BUMOCTEH M HEOCTATKOB C MOMOINBIO aBTOMATH3UPOBAHHBIX
00BEKTOB CHUCTEM aHajgW3a 3aUUIIEeHHOCTH. BpiOop 00BEKTOB W BpeMeHH
CKAaHHPOBAHHUSA, YBEIOMJICHHE 3aWHTEPECOBAHHBIX IOApa3[CIICHUM
(HanpuMep, CUTYallMOHHOTO LeHTpa, noapasneneHus MT) o npoeenenun
CKaHUPOBAHUsl U JajbHEHIIee CKaHUPOBAaHHE BBIOPAHHBIX OOBEKTOB Ha
HaJIM4YUe Ys3BUMOCTU
6 | Ouenka OKcnepTHas OLEHKa BO3MOXKHOCTH —INPHUMEHEHHS YSI3BUMOCTH K
3alIMIIEHHOCTH | HHQOPMALIMOHHBIM ~ CHCTeMaM. B Xoje OLEHKH 3allUINEeHHOCTH

OCYLIECTBJIAETCS MPOBEPKA BO3MOYKHOCTH HKCIUTyaTallMH YS3BUMOCTH B
MH(OPMALIMOHHBIX CUCTEMax opraHa (OpraHu3alii) ¢ UCIOJIE30BAHUEM
Cpe/CcTBa SKCIUTyaTalluy ySI3BUMOCTH, B TOM YHCJIE, B XOJ€ TECTUPOBAHUS
Ha [POHUKHOBEHHUE (TECTUPOBAHUS CHUCTEMBI 3aIlUThl HH(OpPMALUU
IyTeM OCYLIECTBJICHHS TONBITOK HECAHKIMOHMPOBAHHOIO JOCTyHa
(Bo3zeicTBUS) K UH(POPMALIMOHHOM CHCTEME B 00XO0/I €€ CUCTEMBI 3aIUThHI
uH(pOopMaIUn)

Ha ocnoBe Tabnuubt 3.1. B opraHe (opraHu3amuu) HOJDKHO pa3pabaTbiBaThCs

JC€TaJIbHOC OIIMCaHHue onepauﬂﬂ, BKJIFOYaromee HanMEHOBaHUC OHepaHHﬁ, OIMUCaHUC

olepauui,

HUCIIOJIHUTEJICH,

IMPOAOJIKHUTECIIbHOCTD,

10

BXOIHBIC M BBIXOIHBIC JaHHBIC.



HETaIIBHOG OITMCaHUue onepaunﬁ BKJIIOYAC€TCsI B OpPraHU3allMOHHO-PACIIOPSAUTEIbHBIE

JOKYMEHTBI I10 3alMTe MHPOPMALUU OpraHa (OpraHu3arum).
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4 TOPSAOK YCTPAHEHUSI KPUTHUYHBIX VYSI3BUMOCTEMN
INPOI'PAMMHBIX, IPOI'PAMMHO-AIIITAPATHBIX CPEACTB

4.1. Ha orane ompenejeHuss METOJOB M NPHOPUTETOB YCTPAHEHHS YSI3BHUMOCTEH
ONpEJENIsAeTCs] MPUOPUTETHOCTh YCTPAHEHMS YSI3BUMOCTEHW M BBIOHMPAIOTCS METOABI HMX

OOHOBJIEHHE

YCTpaHEHHSI: olecrieyeHuss W

IIPOrPaMMHOI0 (wu) TnpuUMeHeHue
KOMITEHCHPYIOLIMX MEP 3allUThl MH()OPMAIMH, TaK)Ke IIPUHIUMAIOTCSI MEPBI, HAlIPaB/IeHHbIE
Ha YCTpaHeHHE WM HCKIIOYEHHE BO3MOXXHOCTH HCIIOJIB30BaHUS (IKCIUTyaTallHH)
BBISIBJICHHBIX YSI3BUMOCTEH.

Ha orame omnpeneneHuss METONOB U TPUOPHTETOB YCTPAHEHHS YSI3BHMOCTEH
pelaTes 3a1avuu:

— OIIpeJeJICHUs] IPUOPUTETHOCTH YCTPAHEHHUSI YSI3BUMOCTENA;

— BbIOOpa METO/I0B YCTPaHEeHHUS YsSI3BUMOCTEH :

— 0OHOBJIEHHE TPOrPaMMHOI0 o0ecreueHus U (WK ) IPUMEHEHHE KOMIIEHCUPYIOIIHUX
Mep 3allUThl UHPOPMALIHH.

Ha orane omnpeznesneHuss MeTOAOB U INPUOPUTETOB YCTPAHEHHS YSI3BUMOCTEMH

BBITIOJIHSIIOTCSL Ollepalluu, 1pruBe/icHHbIe B Tabime 4.1.

Tabnuna 4.1
Ne HaumenoBanue oneparuu
Onucanue onepanuu
n/n
1 | Onpenenenue OmnpenieneHue MPUOPUTETHOCTH YCTPAHEHHUS YA3BUMOCTEH B
NPHOPUTETHOCTH YCTPAHEHMs | COOTBETCTBUH C pe3yJbTaTaMH pacueTa KPUTHYHOCTH
ySI3BUMOCTEN yS3BUMOCTEH Ha 3Tare OLeHKH ysI3BUMOCTeH (3tam 4)
2 | Onpenenenue MeTo0B | BeIOOp MeToma ycTpaHeHHsI YSI3BUMOCTH:  YCTaHOBKA
YCTpaHEHHUS ySI3BUMOCTEH OOHOBJIEHHMs] WM IPUMEHEHHE KOMIIEHCHPYIOIIUX Mep
3aUThl UHPOPMALIUH
3 | Ilpunsitue peLIeHHSI o | Ilpu oOHapyxeHHH KPUTHYECKOMN YSI3BUMOCTH MOXKET OBITH
CPOUYHOMN YCTAaHOBKE | IPUHATO PELIEHUE O CPOYHON YCTAaHOBKE OOHOBJICHUS
OOHOBJICHHI MpOrpaMMHOro obecrieyeHUsI 00bEKTOB HMHYOPMAIIMOHHBIX
CHCTEM, [TOJIBEPIKEHHBIX YS3BUMOCTH
4 | Co3naHue 3asBKM Ha CPOYHYIO | 3asBKa HA CPOYHYIO YCTAHOBKY OOHOBJIEHHS HAIpaBIISETCS
YCTaHOBKY OOHOBJICHHS Ha COIJIAaCOBAHUE PYKOBOIUTENIO noapasneneHus UT
5 | Ilpunsitue peuIeHus o | [Ipu oOHapyxeHHH KPUTHYECKOH YSI3BUMOCTH MOXET OBITh
CPOYHOM peaiu3aluny | IPUHSTO pelieHue 0 CPOYHOM peanu3anuu
KOMIICHCHPYIOLIHX Mep | KOMIIEHCHPYIOIIUX Mep 3alluThl HH(POPMAIMA B Ka4eCTBE
3alIUThl HHPOpPMALIUH BPEMEHHOI'0 PEIIeHHsI IO YCTAaHOBKH OOHOBIICHHS
6 | Co3nanue 3asIBKH Ha | 3asgBKa CO3JaeTcs B CiIy4ae, €CJIH OIpeleNieHO, YTo
YCTaHOBKY OOHOBJICHUS yCTaHOBKA OOHOBJICHUS JIIS YCTPAHEHUSI TaHHOH YSI3BUMOCTH
He 3alJTaHupOBaHa
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7 | Co3nanue 3asIBKH Ha | 3aiBKa Ha pealnu3al{i0 KOMIIEHCHPYIOIIUX Mep 3aIlUuThI
peaau3aLuio nHbopManuu GopMHpYeTCs MPU OTCYTCTBUH BO3MOXKHOCTH
KOMIIEHCHPYIOIIHX Mep | ycTaHOBKM OOHOBJICHHS, a TAaKXKe B ClIydae HeOOXOIUMOCTH
3aIUTHl HH(pOpMAHUHU IPUHSATHS MEP 10 YCTPAHEHHSI ySI3BUMOCTH

Ha ocnoBe Tabmuuel 4.1. B opraHe (opraHuzalyi) JOJDKHO pa3pabaThIBaThCs
JeTaJlbHOEe OIMCaHWe Olepaluii, BKIIOYAIOllee HAMMEHOBaHWE OIlepaluii, OIHCaHHe
ornepauuil, WCHOJHUTENEH, NPONOHKUTEIBHOCTb, BXOJHBIE M BBIXOJHBIE JJaHHBIE.
JleranpHOe oONIMCaHWE Olepaluil BKIIOYAETCS B OpraHU3allMOHHO-PACIOPSAUTEIbHBIE
JOKYMEHTBI I10 3a1iuTe HHGOopMaluKu oprata (OpraHu3arum).

4.2. Ha »rane yctpaHeHHUs YsI3BUMOCTEH NMPUHUMAIOTCS MEpPbl, HaIpaBJIeHHbIE Ha
yCTpaHEHUe WM  MCK/IKOYEHHWE  BO3MOXKHOCTM  MCIIOJB30BAaHUS  (IKCIUTyaTallUH)
YSI3BUMOCTEH, BBbISIBJIEHHBIE HA dTalle MOHUTOPHUHIA. [Ipy 3TOM BBHINOJIHSIOTCS OIepaiuy,

npejcTaBieHHble B Tabnuie 4.2.

Tabnuua 4.2
Ne Haumenosanue
Ornucanue onepanuu
n/m omnepalnuu

1 | CornacoBanue CpouHasi ycTaHOBKAa OOHOBJIEHHH NPOrpaMMHOrO 0OOeCleqYeHus
YCTAHOBKH C | IpeIBapUTENIbHO COIJIACOBBIBACTCS C PYKOBOICTBOM IOJpa3/EIeHUs
PYKOBOJCTBOM uUT
noapazaenenust UT

2 | TectupoBanue Beusisiienue [OTEHUHUAJILHO OIaCHbIX (bYHKIHOHATBHBIX
00OHOBJIEHUS BO3MO’KHOCTEH, He3a/1eKJIapupOBaHHBIX pa3paboTUnKOM

NPOrpaMMHBIX, IPOrpaMMHO-aNMapaTHBIX CPEACTB, B TOM YHUCIIE
MOJIUTHYECKUX ~ OaHHEpOB,  JIO3yHIOB, IPH3BIBOB U HHOM
NPOTUBONpPABHON HMHpoOpManuu (Jajee — HEAEKIapHPOBAHHBIE
BO3MOKHOCTH)

3 | YcranoBka YeranoBka 0OHOBJICHUH HAa BEIOPAHHOM TECTOBOM CETMEHTE
OOHOBJICHUS B | HH(OPMALIMOHHOHN CHCTEMBI B LIEJISIX ONPEC/ICHUS BIUSHUSA UX
TECTOBOM CEIMEHTE | YCTAaHOBKM Ha €€ (yHKIIMOHUPOBaHUE

4 | Tlpunsatue pemeHus | B ciiydae, eciid HEraTUBHOT'O BIIMSIHUSI OT YCTAHOBKH OOHOBIJICHHUS HA
00 yCTaHOBKE | BBIOPAaHHOM CEIMEHTE CUCTEMBI HE BBISIBJICHO, IPUHUMAETCS PELICHUE
oOHOBJICHUS 0 ero pacrnpoCTpaHeHHH B cucteMme. B ciydae oOHapyXeHHs

HEraTHBHOTO BIMSIHUS OT YCTAHOBKM OOHOBJIEHHS Ha BBIOPAaHHOM
CerMEHTE CHCTEMbl JalibHeifllee pacnpocTpaHeHHe OOHOBJICHHS He
OCYILECTBJSIETCS, TPU 3TOM Ul HEHTpalM3aluM YA3BHUMOCTH
PUMEHSIOTCSI KOMIIEHCHPYIOIINHE MEPhI 3alUThl HHPOpMaLUK

S | YcranoBka PacripoctpaHenne OOHOBJIEHHsT Ha OOBEKTHI HH()OPMAIMOHHBIX
00OHOBIIEHUS CUCTEM

6 | dopmupoBanue V3BUMOCTH, [JIsl YCTpaHEHHsl KOTOpPBIX He Obuta ommpezneneHa
TJlaHa  YCTAHOBKM | HEOOXOJAUMOCTb CPOYHOH yCTaHOBKM OOHOBIJICHHH, YCTPAHSIOTCS B
oOHOBIIEHUH XOJle TIJaHOBOH YyCTaHOBKM oOOHOBIeHHH. (DOpMHpOBaHHE IUIaHA
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OOHOBJIEHH} OCYLIECTBIISIETCSI C YYeTOM 3asBOK Ha YCTaHOBKY
OOHOBJICHUH

7 | Pazpaborka U | PaspaboTka W IpUMEHEHHE Mep 3allUThl HH()OpPMALUH, KOTOpPbIE
peanu3anus NPUMEHSIOTCS B MH(POPMAIIMOHHBIX CHCTEMax B3aMeH OTAEIbHBIX MEp
KOMIIEHCUPYIOLIUX 3aIIUThl MHYOPMALMH, TOAISKALIMX PEaU3allid B COOTBETCTBHH C
Mep 3alUTE] | TPEOOBAHUSAMM I10 3aLIUTe HH(POPMAIIHH, B CBSI3H C HEBO3MOXKHOCTBIO
UHpOpMaLTHH UX YCTAHOBKH, OOHApy)KEHHEM HETraTUBHOTO BIIUSHHS OT YCTAHOBKH

OOHOBJIEHHS, a TAKXKe B Cllydae HEOOXOMUMOCTH IPHHSTHS MEp 10
yCTpaHeHHs ysA3BHMOCTH. K KOMIEHCHUPYIOIIMM MepaM 3allUThI
UH(OpPMALUK MOTYT OTHOCHUTBCS: OpPTraHU3al[HOHHBIE MEPHI 3AINUTEI
MHGOpPMAIMK, HACTPOWKA CPEICTB 3allUTHl HH()OPMAIMH, aHAIM3
coObITMii ~ Oe30omacHOCTH,  BHECceHHe  u3MeHenud B UT-
HH(PACTPYKTYpy

TectupoBanue OOHOBIIEHMI TPOrPaMMHBIX U IMPOrPAMMHO-AIIAPATHBIX CPEICTB
OCYILECTBIISIETCSI B COOTBETCTBUU ¢ PeryiaMeHTOM 110 BBISIBJICHUIO, aHAIHM3Y U YCTPAHEHHIO
KPpUTHYHBIX ysa3BUMocTed B MIC skcrutyaTupyeMbIX B opraHe, OpraHHU3aliH, 10 PEIICHUIO
opraHa (opraHusalii) B cilydae OTCYTCTBHS COOTBETCTBYIOIIMX PpE3yJbTATOB
tectupoBanusi B b/[Y ®CTOK Poccuu.

Ilpy HamMuuu COOTBETCTBYIOLIMX CBEIEHHH MOTYT OBITh HCIOJB30BaHBI
KOMIIEHCHPYIOILIME Mepbl 3allUThl HH(MOPMAaLUH, INpeACTaBIeHHble B OIOJUIETEHSIX
0e30nacHOCTH pa3pabOTUUKOB IPOrPaMMHBIX, IPOTPAMMHO-AIIIApaTHRIX CPEICTB, a TAKXKe
B OIIMCAHUAX YsI3BUMOCTEN, onyosimkoBaHHbIX B BJ/IY ®CTOK Poccun.

Pexomennyemble CpOKM yCTPaHEHHUS! YSI3BUMOCTEH:

— KPUTUYECKUIH YPOBEHb OIIACHOCTH J10 24 4acoB;

— BBICOKHU YPOBEHb OITACHOCTU — [0 7 JHEH;

— CpPEeIHUM YPOBEHb ONACHOCTH — 110 4 HEJEIb;

— HU3KUH ypOBEHb OMAaCHOCTHU — 110 4 MeCsIEeB.

B pamkax BbINOJIHEHH ITOAIIpoLecca pa3pabOTKU U pean3aliid KOMIIEHCUPYIOIIHUX

Mep 3alUThl UHGOPMAIMK BBITIOJIHSIOTCS OTIepaLliH, TpUBeIeHHbIE B Tabmule 4.3.

Tabnuna 4.3.
No HaunmenoBanue
Onucanue onepanuu
n/m onepauuu
1 | Onpenenenue mep | OrpesiesieHe KOMIIEHCHPYIOLIMX Mep 3alluThl HHGOpManuu,

3alIMThl MHPOPMALMK U | HEOOXOMMBbIX JUIsl HEWTpaau3aluy YS3BUMOCTU JTHOO CHMIKEHHUS
OTBETCTBEHHBIX 3a MX | BO3MOXKHBIX HETaTUBHBIX MOCJIEICTBHI OT €€ JKCILTyaTauuu. B
peanu3anuLo X0/1€ BBIIIOJHEHUS JaHHOU OTepalyyl IODKHBI OBITh OIpe/IeIeHbI
pabOTHUKH, YYacTHe KOTOPBIX HEOOXOIMMO IS peau3alliu
BBIOPAHHBIX KOMIIEHCHUPYIOIIUX MeP 3alIUThl UHOpPMALIUU
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CoracoBaHue

B ciayuae HeoOXOAMMOCTH TpHBIIEUeHHsT PaOOTHHKOB APYIHX

[IPUBJICYEHHUSI NOJpa3IC/ICHUH /IS peaan3alii KOMIIEHCHPYIOIIUX Mep 3allUThI

pabOTHUKOB MH(OPMALUK PYKOBOAMTEIb MOJAPA3ICICHUS 3AIUTEI COTJIACyeT
MX  [PUBJICYCHHE €  PYKOBOAMUTEISIMH  COOTBETCTBYIOIIHMX
[O/Ipa3IeIeHUN

Peanuzanus Peanusanus opraHu3annoHHBIX Mep 3alUThl HH(POPMALUH

OpPraHU3allMOHHBIX Mep
3alUThl HHpOpMauu

IIpe/lyCMaTpUBAET: OTpaHHYEHUE UCTIOIb30BaHus U T-
MH(PaACTPYKTYpBI; OpPraHU3alMs pe)KUMa OXpaHsl (B YaCTHOCTH,
OrpaHUYEHHE JOCTYIa K TEXHUYECKUM CPEICTBaM);
H(OpPMHUPOBaHKE U 00yUeHHe epcoHalIa oprana (OpraHu3alyu)

Hactpotika CpEeJICTB

3aIUTHI HH(POPMAIHH

Onenka BO3MOMKHOCTH peaIH3allid KOMIICHCHPYIOUIMX MeEp C
HCII0JIb30BAHUEM CPEJCTB 3alUTHl HH(pOpMALKH, BEIOOD CPEACTB
3aIlUTBl KHpOpMaLKH (IpU HEOOXOAUMOCTH). BrInmonHenue paboT
10 HACTPOMKE CPEACTB 3aLUTHl HHPOpMAUU

Opranuzanuss a”aimsa
COOBITHH 0€30MacHOCTH

Opranusanus IMOCTOSHHOTO HaOJIOACHHS U aHAJIHM3a Pe3yJbTaToB
perucrpauuu CoObITUH 0€30MacHOCTH W MHBIX JaHHBIX C IIEJBIO
BBIABJICHUs U OJIOKHPOBAHHUSI MOMBITOK SKCILTyaTaI[HH YSI3BUMOCTH

BHecenue u3MeHeHuii B
UT-undpacrpykrypy

Buecenne n3menenuit B UT-undpactpykrypy BKIIOYaET OEHCTBUS
10 BHECEHHIO HM3MEHEHHH B KOH(QHUIypalMH IPOrpaMMHBIX H

IIPOrpaMMHO-aINapaTHeIX CpeAcTB (B TOM 4YHCIE, YyAallEHUE
(BbIBEZICHHE U3 IKCILTyaTalllH))

Ha ocnoBe tabmuu 4.2 u 4.3. B opra"e (OpraHu3anun) J0JKHO pa3pabaThIBaThCS
JETAJIbHOE OIIMCaHUE Ollepaluii, BKIIOYalolllee HAaMMEHOBaHHWE OIllepaliii, OIHUCaHHe
orepauuil, UCIIOJTHUTENIeH, TPOJOJIKUTENBHOCTD, BXOJIHbIE M BBIXOIHEIE JaHHEIE.

JleranpbHoe ~ omMcaHuWe — OmepauMd  BKJIIOYAeTCs B OpPraHU3aldOHHO-
pacropsiauTeabHble JOKYMEHTBI 110 3alluTe UHPOpMalHK opraHa (OpraHH3allHH).

B ciyyae HEBO3MOXKHOCTH IOJIyY€HHUsI, YCTAHOBKH W TECTHPOBAHUS OOHOBIIEHUU
IPOrpaMMHBIX, I[POrpaMMHO-AIIAPATHBIX CPEACTB IPUHUMAIOTCS KOMIIEHCUPYIOIIHE
MepbI 3alUThl HH()OPMAITUH.

BeiOop KoMIeHcHpyIOLIMX Mep IO 3amuTe HWH()OpPMALUU OCYLIECTBISETCS
OIIEpPaTOPOM C YYETOM apXHUTEKTypbl U ocoOeHHocTel (QyHkuronupoBanus MC, a Takxe
CII0COOO0B AKCIUTyaTallMH ySI3BUMOCTEH MPOrpaMMHBIX, IIPOTPaMMHO-AIAPaTHBIX CPEICTB.

KomnencupyomumMy  OpraHU3allMOHHBIMM W TEXHUYECKUMH  MEpaMmH,
HaIpPaBJIEHHBIMH Ha MPEIOTBPAIllCHHE BO3MOXKHOCTH 3KCIUTyaTallid ySI3BUMOCTEH, MOTYT
SIBJISITHCSI:

— W3MEeHeHue KOH(Urypaumu ysi3BUMbIX KomroHeHToB MC, B TOM 4ucie B 4acTH
[IPENOCTABIIEHUs] 0CTyNa K UX (PYHKLHUSIM, UCIIOJHEHHUE KOTOPBIX MOXKET CIIOCOOCTBOBATH

SKCILTyaTalluH BbISABJIICHHBIX yHSBHMOCTeﬁ;
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— OrpaHMYCHUE IO MCIHOJIB30BAHUIO YSI3BMMBIX IIPOIPAMMHBIX, IPOrpPaMMHO-
annapaTHBIX CPEJCTB WIIM HX NEPEBON B PEXUM (DYHKIMOHUPOBAHUS, OrPAHUYMBAIOLIIH
UCIIOJIHEHUE byHKILIMIH, oOpallenue K KOTOPBIM CBSI3aHO
C MCII0J1b30BaHMEM BBISIBIICHHBIX Ys3BUMOCTEH (HalpuMep, OTKIIIOUEHUE YAZBUMBIX CITyK0
Y CETEeBbIX IIPOTOKOJIOB);

— pesepBupoBaHue komnoneHtoB MC, Bkmodas pesepBHpOBAaHHE CEpPBEPOB,
TEJIEKOMMYHHUKAIITMOHHOIO 000pYIOBaHUSI U KAHAJIOB CBS3H;

— HCIIOJIB30BaHUE CUTHATYp, PEIIAIOIIUX IPaBHJ CPEACTB 3AIUUTHl MH(MOPMALWH,
obecneunBaromux BolsiBieHre B VIC NpU3HAKOB 3KCIUTyaTalliy ysI3BUMOCTEH;

— MOHHMTOPUHI HMHGMOPMALUOHHON 0€30IaCHOCTH M  BBISABICHHUE COOBITHIA
OezonacHoctr uHpopmaumu B MC, CBA3aHHBIX € BO3MOXKHOCTBIO OKCILTyaTaI[HH

YSI3BUMOCTEH.
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Jlnet cornacosaHus k gokymeHTy Ne corn-14437162-1 ot 26.06.2023

WunumnaTtop cornacosaHus: Ycmanosa A.M. [MaBHbIN cneunanucT ropuandeckoro otaena
AnnapaTta CoseTa BynHckoro MyHuLMNansHoOro paioHa

CornacoBaHnue nHnumMmposaHo: 26.06.2023 15:30

JlncT cornacoBsaHus Tun cornacoBaHusA: nocneaoBaTenbHoOe

N° DUO Cpok cornacosanusi  PesynbTaT cornacoBaHua = 3ameuyaHus
CornacoBaHo

1 TroTioHHMKOB U.C. -

26.06.2023 - 15:30

_iMoanucaHo
2 Waknpsaros J1.P. 26.06.2023 - 22:15



