PECITYBJIMKA TATAPCTAH TATAPCTAH PECITYBJIMKACHI
WCTIOJIHUTEJIbHBII KOMUTET BYA
BYMHCKOI'O MYHULIUIIAJIb PAVOHBI
MYHULIMIIAJIGHOT'O PAMOHA BALLIKAPMA KOMUTETBI
IHHOCTAHOBJIEHHE KAPAP
28.06.2023 r. Bymnck gt 02/ HE=T

OO0 yTBep)KI€HUU perjiaMeHTa o BbIABJICHHUIO,
aHAJIM3Yy U YCTPAHCHUIO KPUTHUHBIX YSI3BUMOCTEH
B MH(MOPMALIMOHHBIX CUCTEMAX IKCIUTYaTUPYEMBIX
B OpraHe, opraHu3aliu

B cootBercTBUU ¢ DenepanbHbiM 3akoHOM OT 27 utoist 2010 roga N 210-®3 "O6

OpraHu3alliy IMPeJIOCTaBJIeHUsl T'OCYJIapCTBEHHBIX M MYHMIMIIAIbHBIX YyCayr' —H
[TopsinkoM  pa3pabOTKMU M YTBEP)KIEHUS  AJMUHUCTPATUBHBIX  PErIaMEHTOB
NpeI0CTaBICHUS rocyJapCTBEHHbIX yCayr MCITOJTHUTEIbHBIMU opraHamu

rocynapctBeHHoi BiaacTu PecryOmuku TarapcraH, yTBep>KACHHBIM IIOCTAHOBJIEHHEM
Kabunera Munucrtpos Pecniy6iinku Tarapcran ot 02.11.2010 N 880 "O6 yrBepxaeHnH
[Topsinka pa3paboOTKU U yTBEPKIECHUS aIMUHUCTPATUBHBIX PEIJIaMEHTOB IIPEI0CTaBICHUA
rOCYIapCTBEHHBIX YCIYr HCIOJHUTEIbHBIMU OpraHaMy TOCYyAapCTBEHHOW BJIACTH
Pecny6uku Tatapcran v 0 BHECEHUM H3MEHEHHUH B OT/IeIbHbIE T0cTaHOBIeHHs Kabunera
MunuctpoB Peciy6nuku Tatapctan"

[NIOCTAHOBUJISAET:

1. YTBepautrh PeriaMeHT 1O BbISBJIEHUIO, AHAIU3y U YCTPAHEHHIO KPHUTHUYHBIX
YSI3BUMOCTEH B MHPOPMALIMOHHBIX CHCTEMAxX 3KCILTyaTUPYEMBIX B OpraHe, OpraHU3aIyH.
(ITpunosxeHnue).

2. Hacrosiiee nocraHoBJIEHHE BCTYIAET B 3aKOHHYIO CHILy CO JHS O(HUIMaIBHOIO
onybnukoBanus Ha Od¢uuuanbHOM MopTage MpaBoBoil uH(popmauuu Pecny6muku
Tarapcran mo azapecy http://pravo.tatarstan.ru/, a Takxe NOAJEKHUT Pa3’MEHICHUIO Ha
[Toprase MyHUUIMNaIbHBIX OOpasoBanuii PecnyOnnku TarapcraH B MH()OPMalUMOHHO-
TeJIEKOMMYHMKALMOHHOM ceT MIHTepHeT no anpecy http://buinsk.tatarstan.ru.

3. KOHTpOJIb 33 UCIOJIHEHHEM HACTOSIIETO TTOCTAHOBIICHNS OCTABIISIO 32 COOOM.

Hcnonusromui 00513aHHOCTH

PykoBoaurens McnosmHUTETEHOTO
KoMUTeTa ByHCKOro MyHMLIMIIAJILHOIO palioHa Wﬁr. ['u3z3aroB



[Ipunoxenune
K IIOCTAHOBJICHUIO
UCIIOJTHUTEILHOTO KOMUTETA

ByHHCKOr0 MyHHIIMIIAJIBHOTO paioHa
or« £ » 08 2023Ne /63 ucH

TUINOBOM PEIJIAMEHT IO BBISIBJEHUIO, AHAJIU3Y U YCTPAHEHHUIO
KPUTUUYHBIX YSI3BUMOCTEN B HHOOPMALIMOHHBIX CHCTEMAX
IKCIIVIYATUPYEMBIX B OPTAHE, OPTAHU3ALIUN
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1. OBIIME MOJIOKEHUSI

1.1. Hacrosiuuii PersiamMmeHT 10 BbISIBJIEHUIO, aHAIM3Yy W YCTPAHEHUIO KPHUTHYHBIX
ysi3BUMOCTel B MH(OpMalMOHHBIX cucTeMax (nanee — MC) skcmyaTUpyeMbIX B OpraHe,
opranmzauuu (manee — PermameHTt) pa3paboTaH B COOTBETCTBHHM ¢ PyKOBOACTBOM IO
OpraHW3allii Ipolecca yMNpaBJCHUS  YA3BUMOCTSAMH B OpraHe (opraHu3anum)
yrepsxaenasiM @CTIK Pocenn ot 17 mast 2023 1. 1 B COOTBETCTBHH ¢ MeTOIMKOM OLIEHKH
YPOBHSI KPHUTHYHOCTH YSI3BUMOCTEH NPOTPAMMHBIX, MPOTPaMMHO-aNNapaTHbIX CPEACTB
yreepxaeHHoit ®CTOK Poccun ot 28 oxkTsa0ps 2022 r.

1.2.  Hacrosmmii  PermameHT  NOMJIEXMUT  IPUMEHEHHIO  ONEpaTOpaMH
MHGMOPMALIMOHHBIX CHCTEM ITPY NPUHATUM UMHU MEP I10 BbISBJICHHUIO, aHAIM3a U YCTPAHCHUIO
YS3BHUMOCTEHl INIPOrpaMMHBIX, [IPOrPaMMHO-aNNapaTHeIX CPeACTB HH(QOPMALMOHHBIX
CHCTEM B COOTBETCTBMM C TpeGOBAHMSIMH O 3alliTe MH(OOPMAILMH, COJEpXKAIICHCS B
rocygapctBennbix MC, a Takke HWHbIMM HOPMATMBHBIMU TIPaBOBBIMH aKTaMH H
metogudeckumu gokymenramu PCTIOK Poccun.

1.3. BhisBIeHMe, aHAIU3 U YCTPAaHEHWE YS3BMMOCTeH B CepTH(QUIMPOBAHHBIX
MPOrpaMMHBIX,  NPOrPAMMHO-ANNapaTHbIX  CPEJCTBAX  3aLUUTHI UHpOpMaLMU
obecrieynBaeTcs B TPHOPUTETHOM TIOPSJKE M OCYIICCTBISETCS B COOTBCTCTBUH C
SKCIUTyaTallHOHHOW JTOKYMEHTALMEH Ha HUX, & TaKXKe C PeKOMEHIalusAMU pa3paboTyHKa.

1.4. B PeryiaMente HCHOJB3YIOTCS TEPMHUHBI U OIpPEAENICHUS, YCTaHOBJICHHBIC
nanmonanbHeiMu ctangapramu 'OCT P 50922-2006 «3amuTa uHdopmanin. OCHOBHEIE
tepmunbl U onpenenenus», [OCT P 56545-2015 «3amura uHGOpMAIHY. Vsa3BuMocTu
MH(POPMALUOHHBIX CUCTEM. [IpaBuna OTIMCaHUs ySI3BUMOCTEN,
TOCT P 56546-2015 «3amura uHGOpMALKMH. YSI3BUMOCTU HMH(MOPMAIIMOHHBIX CHUCTEM.
Knaccuduxauus ys3BUMOCTeH HHOOPMALMOHHBIX CHUCTEM» U HHBIMU HalMOHAIbHBIMU
craHjapramMM B o6iacTv 3amuThl MHpopManuMu U obecneueHHs nHGbOPMAIIMOHHOM

0e3011aCHOCTH.



LlensiMu pernameHTa BJISIOTCS:

— KOOPAMHAIIUS JESTEILHOCTH UCTIOIHUTEIBHBIX OPraHOB rOCY/1apCTBCHHOH BIACTH
Pecrny6auku TatapcTan M opraHoB MecTHOro camoynpapieHus B PecnyOnuke Tarapcran
110 BBISIBJICHUIO, aHAJIU3Y M YCTPAHEHHIO KpUTHYHBIX ys3Bumoctel B UC;

— CO3/laHME OCHOBBI I pa3pabOTKU JeTajbHbIX PErIAMEHTOB W CTaHJAApTOB IIO
YIIPABIEHUIO YSI3BUMOCTSAMU C YYETOM OCOOEHHOCTEH (YHKIMOHMPOBaHHMA OpraHOB
(opranuzanui);

— opraHu3alys B3auMOAEHCTBUS MEX/ly CTPYKTYPHBIMHU I10/1pa3/IeJICHUsMH OPraHOB

(opranm3aliyii) 1Mo BONpocaM yCTpaHEHUs ySA3BUMOCTEM.



2. MOPAAOK BbIABJIEHUA KPUTUYHbIX YSI3BUMOCTEM
IMPOTPAMMHBIX, IPOTPAMMHO-ATIIIAPATHBIX CPEJACTB

2.1. B UC 10/KHO OCYIIECTBIATHCS BISABJICHUE CIEAYIOLIUX TUIIOB YsI3BUMOCTEM:

— »egocraTky u(uim) ownbku nporpammuoro obecneuenus (nanee 110) UC u ee
CHCTeMbI 3a1uThl HHPopMauuu (ganee — C3U).

— HeJoCTaTKU anmnaparHbix cpeactBs UC, B TOM yucie annapaTHbIX CPEACTB 3allUThI
MHpOpMaIUH.

— OpraHU3alMOHHO-TEXHUYECKUE HEe/I0CTATKH.

2.2. Hernocpe/icTBEHHBIMU HUCIIOJHUTENIAMH MEPONPUSTHH 110 BBISIBIEHHIO, aHAIHU3Y
u ycrpaneHuto ysizsumocted MC siBisitorcst agMUHKUCTpaTOp 0€3011aCHOCTH ¥ CHCTEMHbBIE
anmuuuctpartopsl UC.

Ha sTane MOHUTOpHHTA YS3BUMOCTEH U OLIEHKH UX TPUMEHUMOCTH OCYIIECTBIIACTCS
BBISIBJICHHE YA3BUMOCTEH HA OCHOBAHUM JAAaHHBIX, TOJY4aeMbIX W3 BHEUIHUX ¥ BHYTPEHHUX
MCTOYHHUKOB M TIPUHSTHE PEIICHUH 10 UX MOCieayomeil oopadoTke.

[Tpouecc ympaBieHus ysI3BUMOCTSIMH opraHuzyercs s Bcex HMC  oprana
(opraHu3ailuu) U JOJDKEH MpeyCMaTpUBaTh MOCTOSHHYIO M HENPEPBIBHYIO aKTyalUu3alUIo
cBegeHull 00 ysasBumocTsx u obbekrax MC. Ilpu u3MeHeHMM cTaTyca ySA3BUMOCTEH
(mpumenumocts k C, Hanuuue ucnpaBieHUHd, KPUTUYHOCTD) 1OJKHBI KOPPEKTUPOBATHCA
CrocoObl UX YCTPAHEHHUSL.

[Tporiecc  yrpaBiieHHs YA3BUMOCTSIMH CBsS3aH C JIDyTMMH  IIpolieccaMu  H
IPOLEyPaMH JIeTEIbHOCTH OpraHa (OpraHu3aliym):

— MOHMTOPUHT HWH(pOpMalHOHHOW 6e301acHOCTH — TPOLECC IOCTOSHHOTO
HaOJIOJIEHUs] W aHajiM3a pe3yJIbTATOB PEerucTpalvy coObITUH 0e30MacHOCTH M HMHBIX
JaHHBIX C 1eJbI0 BBHIABICHHMS HapylleHHH Oe3omacHOcTH HHGOpMALUM, Yrpo3
0€e30MmacHOCTH HHGOPMAIUU U YSI3BUMOCTEM;

— OIIEHKa 3AIMIICHHOCTH — aHAJIN3 BO3MOKHOCTH MCIOJB30BaHUs 0OHAPYKEHHBIX
YSI3BUMOCTEH [UIS peau3alii KOMITbIoTepHbIX aTak Ha VIC oprana (opranusauuin);

— OLIEHKa yrpo3 0e30MacHOCTH MH(POPMAaLMU — BbIABJIEHHE M OLIEHKA aKTyaJlbHOCTH
yIpo3, peanusaliys (BO3HMKHOBEHHE) KOTOPbIX Bo3MoxHa B IC oprana (opraHusauun);

— ympaBieHue KoHMUrypaluedl — KOHTPOJIb M3MEHEHMH, COCTaBa M HAaCTPOEK

NPOrpaMMHOTO ¥ MPOrpaMMHo-amnmnapaTHoro obecneuenus UC;



— yIhpaBiieHHe OOHOBICHHWSIMU — TMpHOOpeTeHHe, aHajiu3 W pa3BepTHIBAHHUEC
0OHOBJICHHH MPOrpaMMHOTO 00ecTieYeH s B opraHe (OpraHu3alyn);

— NIpUMEHEHHEe KOMIEHCHPYIOLUIMX Mep 3alluThl HH(pOpPMaluM — pazpaboTka u
NpUMEHEHHE Mep 3aIUThl HHDOpPMaLMU, KoTopble mpuMeHstoTcs B IC B3aMeH OTebHBIX
Mep 3allUThl MH(POPMALIKH, OJIEXKALINX Pealu3allii B COOTBETCTBUHU C TPEOOBAaHUAMM 110
3alIMTe HHGOPMAIIUH, B CBSI3U C HEBO3MOXKHOCTbIO UX IIPUMEHEHHS.

YpoBeHb  KPUTHYHOCTH  YSI3BUMOCTEH  OLIEHMBAeTCs B LEJNAX  [PHHSATHS
000CHOBAaHHOIO pEllleHMs  aJMUHHMCTPATOpaMH 0e30MacHOCTH O HEoOXOJUMOCTH
YCTpaHEHUs! YSI3BUMOCTEH, BbISIBJIEHHBIX B MPOTrPAMMHBIX, [POrpaMMHO-anIapaTHbIX
Cpe/cTBax 1o pe3yjbTaTam aHaiusa ysssumocreit B MC.

McXoMHBIMM JaHHBIMHU TSI OTIPEICTICHUS KPUTHYHOCTH YSI3BUMOCTEHN ABJIAIOTCS

— 6asa yA3BMUMOCTEH NpPOrpaMMHOrO oOeCleyeHus, NpOorpaMMHO-aNnnapaTHbIX
CPECTB, cojepxamascs B banke maHHBIX yrpo3 GesomacHocTd uH@opmamun ®CTOK
Poccun (bdu.fstec.ru), a Takke WHBIE HCTOUHHKH, COAEPIKAIINE CBEJECHHS 00 M3BECTHBIX
YSI3BUMOCTSIX;

— oduuuanbHble MHGOPMALHMOHHbIE pecypchl pa3pabOTUYUMKOB MNPOrpPaMMHOIO
obecrieyeHus, MpPOrpaMMHO-aNNapaTHBIX CPEIACTB M HccieqoBaTened B 00JacTH
MH(GOPMALIMOHHOH 6€30MacHOCTH;

— CBEJIEHUS O COCTaBE U apXUTEKType MH(GOPMALMOHHBIX CUCTEM, IIOJyYCHHbIE IO
pesyjbTaTaM WX HWHBEHTapU3alMM W (WIM) [pPUBEJEHHbIE B JIOKYMEHTAalMUd Ha
MH(OOPMAIIMOHHBIE CUCTEMBI;

— pe3yJIbTaThl KOHTPOJIS 3allMIIEHHOCTH HHPOPMALIMOHHBIX CUCTEM, NPOBE/ICHHbIE
orepaTopoM.

Vka3aHHble MCXOAHBIE JAaHHBIE MOTYT YTOYHSTBHCS WM HOIMOJHATECA C YYCTOM
ocobeHHOCTeH 061acTH AedTeIbHOCTH, B KoTopoi ¢pyHkinonupytot UC.

OueHka ypoOBHsS KPUTHYHOCTH YS3BUMOCTEH IPOrpaMMHBIX, T[POrpaMMHO-
annapaTHBIX CPEICTB MPOBOAUTCS AAMMHUCTPATOPAMH OE€30MTACHOCTH.

OueHKa YpOBHS KPUTHMYHOCTH YSI3BUMOCTEH IPOrpaMMHBIX, IPOrpaMMHO-
annapaTHbIX CPEJICTB IPUMEHUTENIbHO K KOHKpeTHOM MC BKIIOYaeT:

— ompejieJieHHe POrpaMMHBIX, IPOrPaMMHO-aNNapaTHhIX CPECTB, NOABEPXKEHHBIX

YA3BUMOCTSM;



— ompeneneHre B WHGOPMAUMOHHOM CHCTEME MeCTa YCTAaHOBKH NPOrpaMMHBIX,
IPOrpaMMHO-aNNapaTHBIX CPEICTB, TOABEPKCHHBIX YSI3BHUMOCTAM (Hampumep, Ha
TIepUMETPE CUCTEMbI, BO BHYTPEHHEM CEIMEHTE CUCTEMBI, IIPU peaIu3alidi KPUTHIECKUX
npoiieccoB (Ou3Hec-npoueccos) u Apyrux cermentax UC);

— pacueT YpPOBHsS KPUTHYHOCTUA YS3BUMOCTM MPOrpaMMHBIX, IMPOrpaMMHO-

anmnapatHbiX cpeacts B C.



;8 MOPSIIOK AHAJIM3A KPUTHYHBIX YSI3BUMOCTEM
IMMPOT'PAMMHBIX, TIPOT'PAMMHO-AIIITAPATHBIX CPEJACTB

Ha stamne aHanusa ysi3BUMOCTEN ONpe/IeNsieTcsl ypOBeHb KPUTUUHOCTHU ySI3BUMOCTEM
npumeHuTenbHO K UC opraHa (opraHu3allu) U OCyLIeCTBIISETCS BbISBIECHUE YA3BUMOCTEH
Ha OCHOBaHHUH JaHHbBIX U3 CIEAYIOIHUX UCTOYHUKOB!

a) BHYTPEHHUE UCTOYHUKHU:

— CcHCTeMbl yrpaBiieHuss HH(OpMalMOHHON wuHbpacTpykTypoil (nanee — HT -
HH(PACTPYKTYpa);

— 0a3bl JIAaHHBIX YIpaBiIeHHs] KOH(DUTYpalUsSIMH;

— noxymeHTanus Ha VC;

— 3JICKTPOHHBIC 0a3bl 3HAHUH OpPraHoB (OpraHu3anui);

0) 6a3a TaHHBIX YSI3BUMOCTEH, coepxamascd B banke 1aHHBIX yrpo3 O€30MacCHOCTH
uHpopmanmu (nanee — bJ1Y) ®CTIK Poccun;

B) BHEIIHHE UCTOUHUKHU:

— 0a3bl JaHHBIX, coJiepKallie CBeIeHNs 00 U3BECTHBIX YSI3BUMOCTSIX;

— otuuuansHele MHOOPMAILMOHHbIE pecypchl pa3paboTUUMKOB MPOrPaMMHBIX H
POrpaMMHO-aIMapaTHbIX CPENCTB W HUCciefoBareliedl B 00JacTH HMH(GOPMaLMOHHOM
0e30IaCHOCTH.

MCTOYHUKY JaHHBIX MOT'YT YTOYHSATHCS MIIM JOMOJIHATHCS C YU€TOM OCOOEHHOCTEH
GbYHKIIHOHUPOBaHUs opraHa (OpraHU3alluHx)

Ha srane aHanu3a ysS3BUMOCTEH W OLEHKM MX I[PUMEHHUMOCTH BBINIOJIHSIOTCS

orepalyu, npuBeieHHble B Tadbauie 3.1.



Tab6numa 3.1

No | HammenoBanue
Omnucanue onepanuu
n/n onepanuu
1 | Ananus AHamu3 WHPOpPMALMK M3 Pa3jIMYHbIX HCTOYHHKOB C IICJIbIO IOMCKA
uHpopManuun 00 | aKTyalbHbIX M  [MOTEHIMAIbHBIX  YS3BUMOCTEHM M  OUCHKH HX
YSI3BUMOCTH IIPUMEHUMOCTH K MH()OPMAIMOHHBIM CHCTEMaM OpraHa (OpraHH3alldH).
ArperupoBaHue U KOppesius coOHpaeMbIX JJAaHHBIX 00 ysS3BUMOCTSX
2 | Ouenka Ha ocnoBe uHpopmaiumu 00 o0bektax HHGOPMALMOHHBIX CHCTEM U MX
IPUMEHUMOCTH | COCTOSIHUU orpeeIisieTcs NPUMEHUMOCTD YSI3BUMOCTH K
YSI3BUMOCTH HH(GOPMAILHOHHBIM ~ CHCTEMaMm  opraHa (OpraHu3aluh) C  LEJNbI0
OIpeENeHUs YA3BUMOCTEN, He TPeOYIOIIMX JabHeled 00paboTku (He
pesieBaHTHBIX  ysi3BUMOCTei). OleHKa HOPUMEHUMOCTH YS3BHMOCTEH
[POM3BOJMTCS: Ha OcHOBe aHanm3a jgaHHbIX 00 WT-undpactpykrype,
[OJIy4EHHBIX M3 0a3 JIaHHBIX YIpPaBJICHUS KOHQUIypaLUsAMH B paMKax
npoiecca «YpapieHue KoHpUrypanuei»; Ha OCHOBE aHajlu3a JIaHHbIX O
BO3MOXHBIX O0OBEKTaX BO3/JCHCTBUS, TOJYYEHHBIX B pe3yJIbTaTe
MOJICTUPOBaHKs yrpo3 B pamkax mnpomecca «OleHka yrpos», II0
pe3yJibTaTaM OLEHKH 3aIUINEHHOCTH
3 | llpunstue 3anpoc JOMOJHUTEIbHOH HHpOpMaIHK 00 yS3BUMOCTH (CKaHMPOBaHHE
pelneHui Ha | OOBEKTOB, OICHKA 3alIMIICHHOCTH), €CJIM HMEIOIMUXCS JIaHHBIX
MOJIy4eHHE HEJI0CTAaTOYHO JIJIS IPUHATHS PEUICHUH 110 YIIPABICHHUIO YA3BUMOCTAMH
JIONIOJIHATEIBHON
uHpOopMaLUU
4 | IloctanoBka 3anpoc Ha BHEIUIAHOBOE CKaHMpOBaHHE OOBEKTOB HH(OPMaIMOHHBIX
331244 Ha | CHCTEM B CJIy4ae HEJOCTATOYHOCTH JHMOO HEaKTyaJbHOCTH HMEIOLIUXCS
CKaHUPOBaHHUE JIAHHBIX, @ TaKXe B Cliydyae MojyucHus uHGOpMauuu 00 ys3BHUMOCTH
00BEKTOB IOCJIE MOCJICHEr0 CKAaHUPOBAHHUS
5 | CxanmpoBanue [Touck ysi3BUMOCTEH W HETOCTATKOB C TOMOIIBIO aBTOMATH3HPOBAHHBIX
00BEKTOB CHCTEM aHalW3a 3allMIIEeHHOCTH. BpiOOp 00BEKTOB M  BpPEMEHH
CKAaHWPOBAHMSA, YBEJIOMJICHHE 3aWHTEPECOBAHHBIX  IOJpa3/eIeHUN
(Hanpumep. CUTYallMOHHOTrO [leHTpa, noapasjencHus UT) o nposeneHnn
CKaHMPOBAHMS W JIAJIbHEHIICE CKAaHUPOBAaHUE BBIOPAHHBIX OOBEKTOB Ha
HaJINYKME YSI3BUMOCTH
6 | Ouenka DKCHepTHasi OIIGHKA BO3MOXKHOCTH IPUMEHEHHs  YI3BUMOCTH K
3aNIMINEHHOCTH | HHOPMAIMOHHEIM  cucTeMaM. B XoJe OLEHKHM  3allMIIEHHOCTH
OCYIIIECTBIISICTCS. TPOBEPKA BO3MOKHOCTH JKCIUTyaTallud yS3BHMOCTH B
WHPOPMAIMOHHBIX CHCTEMaxX opraHa (OpraHu3alMM) ¢ MCIOJb30BaHHEM
CpeICTBa HKCILTyaTalluy YI3BUMOCTH, B TOM YHCJIE, B X0JI€ TECTHPOBAHUS
Ha TPOHMKHOBEHHE (TECTHPOBAHMS CHCTEMbI 3aIUTHl HMH(OpPMALHH
IYyTEM OCYIICCTBJICHUS TONBITOK HECAHKIIMOHUPOBAHHOIO JOCTYIa
(Bo3aeiicTBHs) K MHPOPMALIMOHHOM cHCTEME B 00X0/1 €€ CHCTEMbI 3aLI[MTHI
UH(pOpMaIUH)

Ha ocnose Tabmuusl 3.1. B opraHe (opraHusandu) JIOJDKHO pa3pabaThIBaThCsA
JeTalbHOE OIMMCAHUE OIEpallii, BKIFOYAlOIIce HAMMCHOBaHME OIEpallii, OIHCaHHE

OII1C aunﬁ, UCIOJIHUTENEH, II OJIOJIDKHUTEJIIBbHOCTh, BXOJHbIE W BbBIXOJHbIC JaHHBIC.
b

10



ﬂeTaanoe OITMCaHHUueC onepaunﬁ BKJIIOYACTC B OpraHU3allMOHHO-PACTIOPAAUTCIIBHBIC

JTOKYMEHTEHI TI0 3aIlliTe HHPOpPMallUK opraHa (OpraHu3aluH).
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4 MNMOPAAOK YCTPAHEHHUS KPUTHUYHBIX YSI3BUMOCTEM
IMTPOITPAMMHBIX, TIPOTPAMMHO-ATINTAPATHBIX CPEACTB

4.1. Ha »rane ompezeneHus METOJOB U MPUOPUTETOB YCTPAaHEHHs YSA3BUMOCTEH
Onpe/ieNsieTcsl IPUOPUTETHOCTh YCTPAHEHHs YSA3BUMOCTEH U BbIOMPAIOTCS METOIBI HX
yCTpaHeHMsi: OOHOBJEHHE MpOorpaMMHOro oOecrnedeHus W (WiIM) T[pPUMEHEHHE
KOMIIEHCUPYIOLIMX MeP 3l Thl MH)OPMALMH, TAKKE IPUHUMAIOTCS MEPbI, HAIIPaBJICHHbIE
Ha YCTPaHEHHME WM HCKJIKOYEHHE BO3MOXKHOCTH HCIIOJNB30BAHUS (SKCILUTyaTalluu)
BbISIBIIEHHBIX YS3BUMOCTEH.

Ha orane omnpejelieHus METOJ0B M MPHOPUTETOB YCTPAHEHHS YA3BMMOCTEH
pelarTcs 3a/1avuu:

— onpeieNieHHst TPHOPUTETHOCTH YCTPAHCHHUS YSA3BUMOCTEH;

— BBIOOPA METOAOB YCTPAHEHUS ySA3BUMOCTEMH:

— 00HOBJIEHHE ITPOrPAMMHOT0 o0ecTiedeH st ¥ (WK ) TPUMEHEHHE KOMITCHCUPYIOIINX
Mep 3aIUThl HTHGOpMaLUH.

Ha orame ompejeneHus METOJOB M IPHOPUTETOB YCTPAHEHHs YA3BUMOCTEH

BBINOJIHAOTCS ONEpalvy, IpUBeieHHbIe B Tabnuue 4.1.

Tabnuna 4.1
No HamMeHnoBaHue onepanuu
Ornrcanue onepanuu
n/n
1 | Onpenenenue Omnpeie/ieHHe TPUOPUTETHOCTH YCTPAHEHHUS YSI3BUMOCTEH B
IIPUOPUTETHOCTH YCTPAHEHMS | COOTBETCTBHM € pPe€3y/bTaraMd pacyeTa KPHTHYHOCTH
YSI3BUMOCTEH YS3BUMOCTEH Ha STare OLECHKH Ys3BUMOCTeEH (3Tan 4)
2 | Onpenenenue METO/I0B | BeiOOp MeToga yCTpaHEHHs YsA3BHMMOCTH: YCTAaHOBKa
yCTpPaHEHHUsl YSI3BUMOCTEH OOHOBJICHHUS WM [PUMEHEHHE KOMIICHCHPYIOUIMX MEp
3alIMThl HHPOpMaLIUK
3 | [IpunsgTtue pereHus o | [Tpu 06HapyXeHNY KPUTHYECKOM YSI3BUMOCTH MOKET OBITH
CPOYHOM YCTAHOBKE | TIPHHATO PeLIEHHE O CPOUHOH YCTaHOBKE OOHOBIICHHS
0OHOBJIEHUH IPOrpaMMHOro obecredeH s 00beKTOB HHYOPMAITHOHHBIX

CHUCTEM, ITOABCPKCHHBIX YSA3BUMOCTH

4 | Co3naHue 3asiBKM Ha CPOUHYIO | 3asiBKa Ha CPOYHYIO YCTAaHOBKY OOHOBJICHHS HaIlpaBJICTCA

YCTaHOBKY OOHOBJICHUS Ha cOIVIaCOBaHME PYKOBOAMTENNO noapaseneuus UT

5 | [Ipunsarue pereHus o | [lpn oOHapyXeHUN KPUTHYECKOW YSI3BHMOCTH MOKET OBITh
CpPOYHOM peayin3anuy | pUHATO peuenue 0 CpPOYHOH peayiM3aluu
KOMIIEHCUPYIOIIUX Mep | KOMIIEHCHUPYIOIIHX Mep 3aluThl HHPOpMAIMH B Ka4ecTBE
3alUThl HHPOpMaLUU BPEMEHHOI'0 PELICHHS /10 YCTAHOBKH OOHOBJICHHS

6 | Co3nanue 3asIBKU Ha | 3asgBKa co3jaercsi B cly4ae, €CJIM OIpPEACIICHO, 4TO
YCTAaHOBKY OOHOBJICHHUS yCTAHOBKA OOHOBJICHMS JUIsl yCTPAHEHHUS JIAHHOM ysi3BUMOCTH

HEC 3allJITaHUpOBaHa
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7 | Co3nanue 3as1BKH Ha | 3asgBKa Ha peaju3alMil0 KOMIIEHCHPYIOIIMX Mep 3allUuThl
peaTn3anuio undopmanuu GopMUpyeTCs IPU OTCYTCTBUU BO3MOXKHOCTH
KOMITEHCHPYIOIIUX Mep | YCTaHOBKHM OGHOBIIEHHS, a TAKXKE B CTy4ae HEOOXOIMMOCTH
3aIUThl HHPOPMAITUT TPUHSTHS MEP JI0 YCTPAHEHHS! YSI3BUMOCTH

Ha ocnoBe Tabnuupl 4.1. B opraHe (opraHu3ailiu) JIOJDKHO pa3pabaThiBaThCs
JIeTalbHOE OIMCAaHWe Olepalyii, BKIHOYaloliee HaWMEHOBaHUE OIlepalldi, ONHCaHHe

HCHOHHHTeHeﬁ, BXOJ/JIHbI€ W BbIXO/IHbIC JIaHHBIEC.

onepauym, [POJIOJKUTEIIBHOCTD,

JleranpHOe oOIMCaHWe oOIllepaliiid BKJIOYAeTCs B OpraHM3allMOHHO-PACIOPs/IMTeIbHbIE
JIOKYMEHTBI 110 3al1uTe HHPOPMaIMK opraHa (opraHu3alun).

4.2. Ha stame ycTpaHeHHs yS3BMMOCTEH MPUHMMAIOTCS MEpHI, HalpaBJICHHbIC Ha
yCTpaHEHHE WM  HCKIIOYGHHE  BO3MOXHOCTH — HCIOJB30BaHHMsA  (9KCILTyaTallku)
yA3BUMOCTEM, BBISBICHHBIC Ha 3Tarie MOHUTOPUHTA. [Ipy 5TOM BBIMOTHSIOTCS ONEpaLHH,

npeAcTaBleHHbIE B Tabmuue 4.2.

Tabnuua 4.2

No HaumeHnoBanue

Omnucanue onepanyuu
n/m oreparuu

1 | CornacoBanue CpouHas ycTaHOBKa OOHOBJICHHMH HPOrPAMMHOIO OO€CHEeYeHHs
YCTaHOBKHU C | mpe/IBapUTENILHO COIIACOBBIBACTCS C PYKOBOJICTBOM IOJpA3/IC/ICHHUS
PYKOBO/ICTBOM UT
noapaznenenus UT

2 | TectupoBanue BrisiBnenue MOTEHIIUATILHO OMacHBIX (yHKIIMOHAIbHBIX
O0OHOBJICHHUS BO3MOYKHOCTEH, HE3a/1eKJIapUPOBAaHHBIX pa3paboTUNKOM

NPOrpaMMHBIX, MPOrPaMMHO-ANIMAPaTHBIX CPEACTB, B TOM YHCIC
MOJIMTHYECKUX  OAaHHEPOB,  JIO3YHIOB, IPHU3BIBOB M  HHOM
NPOTUBONpPaBHOM HMHopManuu (Jajee — HEICKIApUPOBAHHbIC
BO3MOKHOCTH)

3 | YcraHoBka YcranoBka OOHOBJICHUH Ha BBIOPAaHHOM TECTOBOM CETMEHTE
00HOBJIEHUS B | HH(POPMALIMOHHON CUCTEMBI B LIEJISIX ONPEAEICHHUS BIMSHUS UX
TECTOBOM CErMEHTE | YCTAHOBKH Ha €€ (YHKIMOHUPOBaHKE

4 | Ilpunstue pemenus | B ciyuae, eciu HEraTMBHOIO BJIMSHMS OT yCTAHOBKHM OOHOBJICHHS Ha
00 YCTaHOBKE | BBIOPAHHOM CEIMEHTE CUCTEMbI HE BBISBJICHO, IPUHUMACTCS PEHICHUC
O0OHOBIIEHUS 0 ero pacmpocTpaHeHMH B cucteMe. B ciydae oOHapyxeHuUs

HEraTUBHOIO BJIMSHHS OT YCTAHOBKM OOHOBJIEHMS Ha BbIOPaHHOM
CerMEeHTE CHCTEMbI JalbHeNIee pacripocTpaHEeHHE OOHOBIICHHS HE
OCYIIECTBISIETCS, TMPH OTOM JUIS HEHTpaiM3alid  YSI3BUMOCTH
MPUMEHSIOTCS KOMITEHCHPYIOIIHE MEPBI 3allUThl HHPOpMAIHH

5 | YcranoBka Pacnipoctpanenve OOHOBICHHS Ha OOBEKThl HMH(MOPMAIMOHHBIX
oOHOBIIEHUS cucTeM

6 | ®opmMupoBaHue VS3BUMOCTH, JUIS yCTpaHEHHWs KOTOPBIX He Oblia onpejeieHa
[JJaHa  YCTaHOBKW | HEOOXOMMOCTh CPOYHOH YCTAHOBKM OOHOBIICHHH, YCTPAHAIOTCA B
0OHOBJICHUH XOJI¢ IIJIAHOBOM YCTaHOBKM OOHOBJIEHHWH. POpMHpOBaHHE TIJIaHA
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OOHOBJICHMH OCYIIECTBIISIETCS C Y4E€TOM 3asBOK Ha YCTaHOBKY

OOHOBJICHUH
7 | Pa3paboTtka u | PaspaboTka M MpuMeHEHHE Mep 3alluThl MH(POPMALMH, KOTOPhIE
peanu3aus MPUMEHSIIOTCA B MH()OPMAIIMOHHBIX CHCTEMAaxX B3aMEH OTAE/IbHBIX MEP
KOMIICHCUPYIOIIUX | 3alIMThl MH(OPMAIIMH, TOJISKAIIUX pealu3aluid B COOTBETCTBHHU C
Mep 3alUThl | TPEOOBAHUSAMM I10 3AIMUTE HHPOPMAIIUH, B CBA3U C HEBO3MOKHOCTBIO
uHbOopMalUU HX YCTaHOBKH, OOHApY)KEHHEM HEraTMBHOIO BIUSHHUA OT yCTaHOBKH

OOHOBIICHHUS, @ TaKXKe B Clyyae HEOOXOJAUMOCTU IPUHATUS MEP 10
ycTpaHeHusl Ys3BUMOCTH. K KOMIEHCHpYIOIIMM Me€paM 3allMTh
HH(OPMAIMH MOTYT OTHOCHTBCS: OpPraHW3allMOHHBIE MEPBI 3alllUTEHI
nHpOpMAIIUK, HACTPOMKA CPEICTB 3alIUThl MH(OpPMAlMK, aHAJIU3
coOpiTHi  Oe3omacHocTH,  BHeceHme — u3MeHenmd B MT-

UHPaACTPYKTYpPy

TecTupoBaHue OOHOBJIEHWH IPOIPAMMHBIX M IPOrPaMMHO-alIapaTHBIX CPEACTB
OCYIIECTBIISIETCSI B COOTBETCTBUU C PeriiaMeHTOM 110 BBISIBJIICHUIO, aHAJIU3Y U YCTPAHEHUIO
KkpuTH4uHBIX ysi3BuMocTeld B MIC akcrulyaTupyeMbiX B OpraHe, OpraHu3allii, Mo peleHUIo
oprana (opraHu3alii) B ClIy4ae OTCYTCTBHS COOTBETCTBYIOLIUX  pE3yJbTaTOB
tectupoBanus B b/IY ®CTIK Poccun.

[lpy HaIMYUH COOTBETCTBYIOIIMX CBEACHHH MOTYyT OBITH HCIOJIb30BaHBI
KOMIICHCUPYIOIIME Mephl 3alluThl HMH()OpPMAIMH, MpPEeICTaBICHHbIE B OMOJUIETEHAX
0€30MacHOCTH pa3pabOTYMKOB MPOTPaMMHBIX, IPOrPaMMHO-ANNApaTHBIX CPEICTB, a TAKXKE
B OMUCaHUAX ysI3BUMOCTe, onmyonukoBadHblX B BJIY O®CTIOK Poccuu.

PexoMeHayeMble CPOKU YCTPaHEHHUS YA3BUMOCTEMN:

— KPUTHUYECKUH YPOBEHb ONACHOCTH 10 24 4acoB;

— BBICOKMI YPOBEHb OMACHOCTH — [0 7 IHEH;

— CpeJIHHI ypOBEHb OMACHOCTH — 110 4 HeJlelb;

— HU3KUH YPOBEHB OMACHOCTH — /10 4 MecsLEB.

B pamMkax BBINOJHEHHs OJIPollecca pa3padOTKK U pealn3aliid KOMIICHCUPYIOLIMX

Mep 3alUThl UHGOPMALMHU BBIIOJIHSIOTCS OTlepaliiy, IpUBeIeHHble B Tabuie 4.3.

Tabnuma 4.3.
No HaumenoBanue
Ornucanue onepauyu
n/n onepanuu
1 | Onpenenenue mep | OnpeleneHne KOMIICHCHPYIOIIMX Mep 3alluThl HH(pOpPMAIUH,

3aIMThl MHQOPMALUY ¥ | HEOOXOMMMBIX [Tl HEUTpaIH3aluy yS3BUMOCTH MO0 CHUKCHHS
OTBETCTBEHHBIX 3a MX | BO3MOXHBIX HETATUBHBIX IIOCICJACTBHM OT €€ dKCIulyaTtauud. B
peanu3anmio XO0JI€ BBIMOJIHEHHS JIAHHOM ONEepaluy JOJDKHBI ObITh ONPEICICHBI
pabOTHHKH, YYacTHe KOTOPBIX HEOOXOJMMO [UIS pealn3aluu
BBIOPAHHBIX KOMIIEHCUPYIOIMX Mep 3allUThl HH(popManuu
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OpraHu3alMOHHBIX Mep
3al|Thl HHpOpMaALIUU

CornacoBanue B cinydae HEOOXOAMMOCTH MPHUBIEYEHUS PAOOTHUKOB JPYTHX

NPUBJICYECHHUS HOJIpa3IC/ICHUH JUTs peaiu3alui KOMIICHCHPYIOIIUX MEp 3aIlUuThI

pabOTHHKOB WH(OPMAIMH PYKOBOJHUTENH TOPA3JeIeHUs 3alllUThl COTIacyer
WX TIPUBJICYCHHE C  PYKOBOJUTEIISIMH  COOTBETCTBYIOIIMX
nojpa3ejIeHun

Peanuzanus Peanu3anus OpraHu3aliiOHHbIX Mep 3alUThl ”HYOpMaAMU

[pe/lyCMaTpUBacT: orpaHu4eHue ucnoubzopanus UT-
UHQPACTPYKTYPbI; OPraHU3alisi Pe)KUMA OXPaHbl (B YACTHOCTH,
OrpaHUYCHHUE JIOCTYINA K TEXHHYECKHM CPE/ICTBAM);
HPOPMHUPOBAHHE U 00yUYEHHE TIEpCOHATa OpraHa (OpraHu3aluH)

Hacrpoiika
3alUThl HHPOpMALIH

CpCACTB

OneHKka BO3MOXKHOCTH pealii3allii KOMIIEHCUDYIOIIUX Mep C
MCITOJIb30BAHMEM CPE/ICTB 3aIUThl HHHOPMALIUH, BBIOOD CPEICTB
3ammThl HHpOpManuu (IIpu HeoOXOIMMOCTH). BEIoiHeHHEe paboT
10 HACTPONKE CPEJICTB 3aIMUTH HHHOpMaIH

Opranuzanus aHaiusa

CcOoOBITHI 0€301aCHOCTH

OpraHmaunﬂ [TOCTOSIHHOTO HAOJIFOAEHMS U aHAIU3a pPE3yJIbTAaTOB
perucrpaliu coOpITHI 0€30IIaCHOCTH M MHBIX JIAHHBIX C LEJIBIO
BbISABJICHHUA U 6HOKI/IpOBaHl/Iﬂ [IONBITOK 3KCILJIyaTalliu YSA3BUMOCTH

Brecenue n3mMeHeHuH B
NUT-undpactpykrypy

Buecenue usmenennii B UT-urdpacTpyKTypy BKIOUAET JIECHCTBHUS
10 BHECEHWIO M3MEHEHMH B KOHGUIYypaluH IPOrpaMMHBIX H

[IporpaMmMHoO-aIinapaTHbeIX CpEACTB (B TOM 4HCJIC, YJAJICHHUC

(BbIBEICHHE U3 DKCILTyaTallMH))

Ha ocnoe Tabuui 4.2 u 4.3. B oprane (opraHu3aiuu) J0JDKHO pa3pabaThIBaThCs
JeTalbHOE OIMCAHME OIepalliif, BKIIOYarollee HaMMEHOBaHME OIEpallii, OMHCaHUEe
oTieparyi, UCTIOIHUTEICH, TPOAOIKHTEILHOCTD, BXOAHbLIE U BHIXOTHBIC TaHHBIE.
BKJIIOYAeTCs B

onepaumﬁ OpraHu3alfMOHHO-

JleTanpHOE OIMHUCaHUE
pacropsaMTENbHBIE JOKYMEHTBI 110 3aluTe HHGOPMAIUK opraHa (OpraHu3alim).

B cilyyae HEBO3MOMHOCTHU IOJIy4Y€HUS, YCTAHOBKM M TECTHPOBAaHMS OOHOBIIEHHM
IPOrpaMMHbBIX, MPOrpaMMHO-AINNAapaTHLIX CPEICTB MPUHUMAIOTCS KOMIIEHCUPYIOIIHUE
MepBbI 3aLIUThl HUH(GOPMALUU.

BpiGOp KOMIEHCHPYIOIIUX Mep [0 3aluTe HHGOpPMalMU OCYIIECTBIACTCA
OIepaToOpOM C YUeTOM apXMTeKTypbl U ocoberHocTei dyHkironuposanus MC, a raxxke

crioco0oB SKCILITyaTalluu yH3BHMOCTeﬁ [IPpOrpaMMHBIX, TPOrpaMMHO-aMNIapaTHbIX CpE€ACTB.

TEXHHUYECCKHMU MEpaMHu,

KomneHcupyomumu OpraHu3alMOHHbBIMU 1/1
HAIIPaBJIEHHBIMM HA NPEJIOTBPAIlEHHE BO3MOXHOCTH JKCILIyaTalli YS3BUMOCTEH, MOTYT
ABIIATHCS:

— W3MeHeHWe KOH(MUTypaluu ysI3BUMBIX KomnoHeHToB MC, B TOM 4Yucie B 4acCTH
TIPeIOCTaBIEHUs IOCTYTIA K MX (YHKLHSAM, HCITOTHEHHE KOTOPBIX MOXET CIIOCOOCTBOBATH

SKCIUTyaTallUy BBISIBJICHHBIX YSI3BUMOCTEM;
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— OrpaHHYeHHE 10 WCTIOIb30BAHUIO YSI3BUMBIX IIPOTPAMMHBIX, MPOTPaMMHO-
anmapaTHBIX CPEICTB MIIM X MEPEBOJ B PSXKUM (YHKIIMOHHPOBAHHMS, OrPaHUYHBAIOLINH
MCIIOJIHEHUE byHKLUH, oOpauieHue K KOTOPbIM CBS3aHO
C HCIIOJIb30BAaHUEM BbISBJIEHHBIX YS3BUMOCTEH (HAPUMep, OTKIIOUYSHUE YA3BUMBIX CIIyK0
U CETEBBIX MPOTOKOJIOB);

— pesepBupoBaHue komrnoHeHToB MC, Bkiroyas pe3epBUpPOBaHHE CEpBEpOB,
TeJIEKOMMYHHUKAI[MOHHOTO 000pY/I0BaHHs U KaHAJIOB CBS3H;

— WCIIOJIb30BAHME CUTHATYp, PEIIAIOIMX IPABHI CPEJICTB 3allUThl MH(OPMALHH,
obecneunBaronux BoisiBiieHre B MC npu3HAKOB 3KCIUlyaTalluy yA3BUMOCTEH;

—  MOHHUTOPMHI MH(OPMAIMOHHOM 0e30MaCHOCTH U  BBISBJIEHHE COOBITHH
oesonmacnoctn  wHGopmanmu B MC, CBA3aHHBIX C BO3MOXHOCTBIO OKCIUTyaTalllH

YSI3BUMOCTEHN.
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